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CITY OF ESTEVAN
POLICIES AND PROCEDURES MANUAL

POLICY # 2024-86

SUBJECT: SURVEILLANCE CAMERA POLICY

BACKGROUND

City of Estevan is committed to the ongoing protection of the health and safety of employees, customers,
and visitors, as well as the protection of properties, both physical and intellectual. In pursuit of this
commitment, the City of Estevan has adopted the Policy for Video Surveillance and Accessibility to
ensure that appropriate surveillance of company premises is performed, which will help achieve a
secure and safe workplace.

GOALS

The Policy's goal is to guarantee that the correct procedures will be followed for handling, accessing,
and viewing video surveillance recordings inside the City of Estevan. The Policy aims to provide for
consistent management of the information collected by the video surveillance Programs.

GUIDELINES

City of Estevan uses video surveillance, recording, and monitoring to monitor a reasonable deterrent for
inappropriate criminal activity, overall ensuring a safer, and secure workplace.

Notification

“Surveillance cameras are in use for the protection of Visitors, Employee and City property

(excluding Police Services). The city has a duty to notified public and Employees the presence of Video
Surveillance cameras. Notification of Video surveillance signage that is displayed will state: “The
property is protected by Video Surveillance. The collection of personal information through the recording
of video surveillance image is authorized under section 24 of The Local Authority Freedom of
Information and Protection of Privacy Act. For any questions about this surveillance, contact the City
Clerk.

Safequard of Video Surveillance Recordings

Recording equipment must be located in a controlled access area with only authorized persons having
access. The Third-Party services providers who may have access to the recorded information must be
bonded and sign a City of Estevan Confidentiality Form (Appendix “A”). Service provider must enter into
service agreement with the City to address confidentiality, protection information, as well as access, use
disclosure, retention and destruction of video footage.
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Authorized Personnel:

The following personnel are approved to access and view video surveillance footage:
a) City Manager
b) Human Resources
c) Privacy Officer

Condition for Viewing:

Video surveillance footage may only be accessed and viewed under the following conditions:

a) Security and safety Investigation: To investigate security breaches, safety incidents, criminal
activities, or other incident that pose a threat to the City of Estevan’s property (excluding Police
Services), personnel, or public safety.

b) Legal requests legislated and or requirements under law enforcement agencies.

c) Access to information requests

Access to Recorded Video Surveillance Recording:

The Privacy Officer, Human Resources or City Manager will review complaints or incidents details to
determine whether access to the video recording capturing the incident meets the stated purpose of the
Video Surveillance program before granting access as a post investigative tool.

Public Safety is addressed with live feed of public areas.

Recorded video surveillance footage is stored securely and is typically only reviewed when an event has
taken place, or a report or request has been filed that requires the video to be reviewed. To ensure the
ongoing privacy of staff and the public at large, the City ensures only authorized personnel are allowed
to operate and access video surveillance equipment and review recordings.

Individual who are the subject of the information have right to access their own recorded personal
information by making the request in writing or submitting an Access to information Request form

e They must show the City two pieces of ID (one government issued photo) before the
release of the footage. The employee will only indicate on the form or citizen’s letter that
the ID was shown, and evidence of their true identity was satisfied. A copy of the ID is not
to be retained.

e Access may be granted in full or in part depending upon whether any of the exceptions in
the Act apply and whether the exempt information can reasonably be severed or blurred
from the recordings. If technology provides for blurring of images, that option may be
pursued. Otherwise still photos may be provided.

Disclosure of recorded video surveillance recordings:

Disclosure to a law enforcement agency requires the completed LAFOIP — Law Enforcement
Disclosure Request form be submitted to the City before any footage is disclosed (Appendix “C”).
Disclosure to government agencies requires the completed Government Institution Disclosure
Request form be submitted to the City before any footage is disclosed (Appendix “D”).

Use of footage:

e Surveillance cameras shall be used for the sole purposes of deterring theft, violence and
other criminal activity and ensuring the safety of employees and those accessing our
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facilities. At no time shall the cameras be used to monitor employee productivity or
performance.

¢ In the event of a reported or observed incident, the recorded footage may be used to
assist in the investigation of the incident and may be turned over to law enforcement or
other government personnel, if appropriate.

¢ At no time will persons other than those designated or Human Resources Manager have
access to the footage made in the course of surveillance. Personal information contained
on the footage shall not be used or disclosed for purposes other than those for which it
was collected, except with the consent of the individual or as required by law.

e Footage from the surveillance cameras will be stored electronically at the facility as storage
space allows for the purposes outlined in this policy. If footage has been used to
investigate an incident, that footage will be retained as per the Records Retention and
Disposal Bylaw.

Access and viewing procedures:

a) Authorized personnel must submit a written request to the City Manager, Human
Resources Manager, Privacy Officer or designated authority specifying the reason for
accessing the footage and the relevant date/time range of the incident.

b) The City Manager, Human Resources Manager, or designated authority will review and
approve the access request.

c) Upon approval, authorized personnel will be provided with secure access to view the
requested footage. Access credentials must be kept confidential and not shared with
unauthorized individuals.

d) All personnel viewing the footage must do so in a controlled and secure environment to
prevent unauthorized access or recording.

Documentation of all uses, disclosures or accesses of video surveillance recordings:

Records documenting all uses, accesses, and releases of video surveillance recordings must be
logged to comply with the Act and Video Surveillance Policy.

The log should include the following information:

e Date and time of access.

* Name and job title of the authorized personnel accessing the footage

Reason for accessing the footage

Specific cameras or locations viewed

Duration of the viewing session

The log should be retained as per the City of Estevan Records Retention and Disposal Bylaw and made
available for audit or review purposes.

Non- Disclosure and Data Protection:

o Authorized personnel must not disclose or share video surveillance footage with individuals
who are not directly involved in the investigation or authorized to access the footage.

e All video surveillance footage must be handled in compliance with applicable data
protection laws and regulations to safeguard the privacy and rights of individuals captured
in the recordings.

Data Collection and Security
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City of Estevan securely retains and stores all video surveillance footage data as storage space allows
and Records Retention & Disposal Bylaw. Footage and location data may be retained longer where it is
required as part of an investigation or for evidence as required by law. Once video surveillance footage
and location data are no longer required, they are permanently destroyed or at the very least de-
identified.

Requests to view surveillance recordings must be made in writing and are at all times subject to
approval by authorized personnel. Requests for access are bound by and subject to privacy law and
other applicable legislation. If any law enforcement agency requests access to company surveillance
data and recordings, the company will act in accordance with the law / LAFOIP/ PICC and provide the
materials as is deemed legally necessary.

Unauthorized Access or Disclosure:

All video surveillance recordings and tracking data remain the property of City of Estevan and may not
be reproduced, disseminated, or destroyed for any reason whatsoever without the company’s prior
written consent. Only authorized personnel may delete surveillance data and recordings, in line with
the requirements of this policy.

City of Estevan employees who witness or are made aware of any unauthorized access, disclosure, or

breach of this policy, or believe that a potential privacy breach has taken place, must report the incident

to authorized personnel and Privacy Officer in the case of Privacy Breach immediately for further action.

Any unauthorized access, sharing, or misuse of video surveillance footage will result in disciplinary

action as per discipline Policy.

Policy Review:

This policy will be subject to periodic review to ensure its effectiveness and compliance with changing
laws and regulations.

Policy Communication:

This policy will be communicated to all relevant personnel and stakeholders to ensure awareness and
understanding of its provisions.

RESPONSIBILITIES

The City Clerk or IT will be responsible for reviewing and updating this policy periodic as revision in
legislation and Changes to technology.

APPROVED BY COUNCIL
RESOLUTION #  2024-213 DATE: July 15, 2024

DISTRIBUTION

Policy & Procedures Manuals
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Forms

Access To Information Request Form: Access-to-Information-Request-Form-el.pdf (estevan.ca)

Government Institution Disclosure request Form: Government-Institution-Disclosure-Request-Form-e.pdf

(estevan.ca)

Privacy Complaint Form: Privacy-Compaint-Form-e.pdf (estevan.ca)



https://estevan.ca/wp-content/uploads/2018/05/Access-to-Information-Request-Form-e1.pdf
https://estevan.ca/wp-content/uploads/2018/05/Government-Institution-Disclosure-Request-Form-e.pdf
https://estevan.ca/wp-content/uploads/2018/05/Government-Institution-Disclosure-Request-Form-e.pdf
https://estevan.ca/wp-content/uploads/2018/03/Privacy-Compaint-Form-e.pdf
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